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Clinical Laboratory Standards Institute - CLSI .9.2.2
AUTOO09-A:Remote Access to Clinical Laboratory Diagnostic  .9.2.2.1

Devices via the Internet; Approved Standard

This document provides a standard communication protocol for instrument
system vendors, device manufacturers, and hospital administrators to allow
remote connections to laboratory diagnostic devices. The remote connections
can be used to monitor instruments' subsystems; collect diagnostics data for
remote system troubleshooting; and collect data for electronic inventory
management.

http://shopping.netsuite.com/s.nl/c.1253739/it.A/id.963/.f

AUTO11-A: IT Security of In Vitro Diagnostic Instruments and Software ~ .9.2.2.2
Systems; Approved Standard

This document provides technical and operational requirements as well as
technical implementation procedures related to security of IVD systems
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AUTO11 (Draft 2)—Information Technology Security of In Vitro Diagnostic .9.2.2.3

Instrument and Software Systems

[(12/1172013) W) 12X NVPLN THON

$INIDT IV IND ,ONIDT NWIN DN - 72 Navd. 10
FDA .10.1

9995 .10.1.1

— NI NVYON YN NOIWN O) Y95, FDA -0 namin vad , oNvn von .1
— DT NPNIDY NYSPYaN 11 ,Medical Device Data System (MDDS

(25.9.2013) Mobile Medical Applications

TN

:FDA Medical Device — »x1949 9vwany FDA-n ny13n .10.1.2

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512.htm

,(machine) n»on ,(apparatus) 91>won (instrument) >3 » X197 NWon .10.1.2.1
wnwnn N (implant) Snw ,(contrivance) 9vax (contrivance) ypnn

or other ) NYT yNwN N ,(iN Vitro reagent) 91 YINND N3 MPIPRD
including a component ) 901N N 2357 9915 (similar or related article

:IWN (part, or accessory

official National Formulary, or the United States :2mn75w .10.1.2.1.1

Pharmacopoeia, or any supplement to them

IN,DMINN DXANN IN,NONN DY PNAN TONINT WIindowd Ty»n .10.1.2.1.2
,TINN NN IR DTN, NDNN DV NYIN IN PN D190 1972


http://shopping.netsuite.com/s.nl/c.1253739/it.A/id.955/.f
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512.htm
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NYN NN YN, NINK 7N N DTN NN IY IN G0N TIN 70D
PMIVNH NNN DY PYND NN DY DN NN NN
PNURIN

DNIDT NVWONY NMINNDNT .10.1.2.2

(Tongue depressor) o pnyT .

v NP

MNP N1 NPNN

NTAYN NVWON

THIND 7IOVOIN PNAN TP

(CR-Computerized Roentgen nyap Do) PO TN

NI VDY MV DN .

SNNVIAN NITHINN

oM (Medical Device) 8197 9won pa n1na mnan .
OO MV Oy NN FDA -0 qwr DInKD

.(Drug) Mo n/omo

MIVIN XN TOIAPWI/TNYRIN WINYN NIVM DTN .
,ANN DY DXNIN NIPN MYNNNI IN NI MDY NMYNNNI

.(Drug) NnoHn/00 Y95 7772 1IN ININN

10.1.2.2.1

10.1.2.2.2

.10.1.2.2.3

.10.1.2.2.4

.10.1.2.2.5

.10.1.2.2.6

10.1.2.2.7

10.1.2.3.1

10.1.2.3.2

.10.1.2.3

:FDA-1 »7ay »nN1990 MW »»o .10.1.3

http://www.fda.gov/medicaldevices/devicerequlationandguidance/overview/classifyyourdevice/default.htm

DNIN XDPY DPYOIN HY DMV DM DD 1,700-59 10 10 FDA-n .10.1.3.1

.(7panels™) D¥INg MNHNRN NPT MNP 16-H
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%Wg Y799 HNVAN DN — NMNYIAN TIYUN
1.1 NN M’ ,NYrI9 14-N 779
mMYN Y NPNNM
System acquisition,
development and
maintenance
20/12/2015 NAGPINI | YN NNVANRD AEONY | DNNN OV
NIDT 9IVWINA
43 7y 38 TNy 14.2-N 9900
NI IYYN TNRD 1T DYPWIN DY DN 0NN 1,700-0 TAN 95 .10.1.3.2
MIAPYI NN NN NOPWIN MDD »ay (Regulatory classes) o
NYIP ORI TPXN DY )1DX01N NNI . TPIN MNPV DYV IN TPXI MOPN
21 INDTI TYNN DY MY MNP DYYOIN NN
(general controls) m>»1 mApa—(Class Iy 1 7n7.10.1.3.2.1
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(Without Exemptions) 0o x9Y e
m P (general controls) m»a mapa — (Class 1) 2 7ny.10.1.3.2.2
(Special Controls) nytnyn
(With Exemptions) omva 551 e
(Without Exemptions) 0o x9Y e
TN (general controls) Mo mapa — (Class 1) 3 7ny.10.1.3.2.3
.(Premarket Approval) py»vw 070
DYV PONN NN (AN PA) NPTIN PYINN THNWN MHX 120N NKI .10.1.3.3
1 7109 M1y . Pwond FDA-D 9N NN HaPY 70 DY 1IN vaTin iy
NN W1 3 Nn1a 0wond .510(K) 0990 »9Mm wATY, 0709 KDY 2
mno Npvnn (PMA-PreMarket Approval Application) pyww o0
NNN NIPON .12 WHNYNID IR D9IVNY 2IX) PYINNY DN NDOIIN
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: PN NPXIVT MNIAPN .10.1.3.4

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyY ourDevice/ucm051530.htm

Medical Specialty (Panels)
1 Anesthesiology
2 Cardiovascular
3 Chemistry & Toxicology



http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051530.htm
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Dental

Ear, Nose, and Throat
Gastroenterology and Urology
General and Plastic Surgery
General Hospital

Hematology & Pathology

10 Immunology & Microbiology
11 Neurology

12 Obstetrical and Gynecological
13 Ophthalmic

14 Orthopedic

15 Physical Medicine

16 Radiology

© 00 N o o1 b

M%7 NP2 2NN P>TY 02109 Y911 (Class 1) 1 1Y anonn Pwon .10.1.3.5

»5n) (Labeling) m»n (Registration & Listing) 0w (A0 Pa2) mooon

, Quality System - nwyn> ,Good Manufacturing Practice) oo pn 11x»

L(MON PNVIAN NOIWN

FDA Medical Device — x99 99w9n y1n ndyn My FDA-n ny1n .10.1.4
:Data System (MDDS)

AN N TN PADY TYPNN NI MN (MDDS) »X197 7vwon y11n noyn .10.1.4.1

SV DMVNIN N NPXPNN MPY IX NIPA NDD ;0NN DOVINOUNIN
: DYIVIPN DMNXID DPYON

DNIDTY WO OMNM HY TINIVPON NNayn .1

LNIDT NVWIN INN) DY TPINIVPON NN .2

NINK NMIAND NNN NNIAND ORI NVIN MNMY TINIVPON NIoN .3

DTN NPIPIPONIDY ORNNA

ORI NV NN DY TINIVPON NN .4

M TNN NI TNTVPHN IN TPHRYN NN, MM 91999 "wy MDDS .10.1.4.2

DMYPN 9IPIOI ,DIPWNN ,DMITIN,PVINON DY THN H912) NNWPny
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QNI NWINN NI NYIN NN DY IHINIVPON NOOND N NIayn .1
IIPN ONIDT NVON DY NPINIVIPNN IN VNI PY NRIY
23D PYONN DN NIDIND 1IN 2V DY PYD ,NNNTY INWHD

23991 DN NVNAY DINMN NN NITYWNI N9IN X CO2 nim
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NN DWMIND NIOIN INTY IVONN DY NYLYNIPSPNS N
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D»HVOOT DONNI NIANY OXIMEter Pwon >y IIPY DMHVLIT

.DDWTNY MY
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097 IT »2997 0N NV NNPNTH . MDDS 19PN N1 VIION 920N NV

920 IRMN N MY XD TUR) MINIIIN NIIYNI VINOY NYY) DNIY

DN NT2YN T'OoNN2 o2 0) MDDS 0yawn) 0»X YN .0 DY NyMnd
QDN ONID MNVIN MIN) DX2ADN N NNYPNA DI PIAYN ,DYTIYN ,DNONNN

,NAS nPoINON MW MTIPY ,DXAND, 052N : DN MNHNT .INN Y19

STWY O Ton ,avnn ax ,PDF mowmn ,SAN

Y 01V NYHINY NVM (CLASS 1) 1 nnan »x197 9 won wn MDDS

MIMINM MM Yow MmN Mmynpwnn .(premarket notification (510(k)).

(N 2) MO91N MY MIPA2 ©NN P17y MDDS nmina mcvon

DYpN N® o (Labeling) myn (Registration & Listing) 0w

.10.1.4.3

.10.1.4.4
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FDA Mobile Medical Application — 4 »x194 w9 FDA-n n473n .10.1.5

:(APPS)

DY) NNYPN Y PYIN) DINAVIND DY NMIXNNT NN DIN DX T DM .10.1.5.1

D2NNNN (ACCESSOTIES) DM DMIPAN DI NPNY DI DN .DMINN
.MINI NODIN HY 21DPWI IN DINN DY NNYPN Y PWIN IN PNOVINDY

Mobile apps are software programs that run on smartphones and
other mobile communication devices. They can also be accessories
that attach to a smartphone or other mobile communication
devices, or a combination of accessories and software.

DY)V (Medical Devices) D»XI9T DXPWIN DIN DT DRIV DMWY
NOOIN DYM ,DMNIDY DXPYON NITHINA DXTIY DT DIV
9AVYY NN IN INVINI IOWND NN NI PYINY (Accessory)

DNVONT VYN ORI PYINY NTM)

Mobile medical apps are medical devices that are mobile apps,
meet the definition of a medical device and are an accessory to a
regulated medical device or transform a mobile platform into a
regulated medical device.

FDA-n 105710 D»RIDIN DIV NIX 9130 Tn by FDA-N Sya> 7895 .10.1.5.2

SV NN MLP NXAPA NTPNRNNN MNTH DN D111 NV DY
1 D) 7PV DY NITIND DINYN DITM) DN

YNV TOVWNI NN MNIDT PYWINY NN IDIAND YIDYO OXTYPHD .1
IN NI PYOIN DY

OO VYN NNNN ORI PYIND DT NNIOVYI OO .2

MY DY) DMNIDY DIV NN NAMNHD MMAX FDA-N NYPPTN

NN 0PN OMPY NIAY NYTINND NN NYIAPY




D

NN Mwn

Y799 HNVAN DN — NMNYIAN TIYUN

1.1

nNTNN

MO ,NYrd 14-N
MmN HY NpRnm
System acquisition,
development and
maintenance

P79

20/12/2015

n 9PN

Y793 HNVANY NINHNY
YNIDY 9IVWINI

5nnn ov

43 M 42 Ty

14.2-N

99910

FDA’s mobile medical apps policy does not require mobile
medical app developers to seek Agency re-evaluation for minor,

iterative product changes.

2y FDA-N 991019 99191 11270 NNNNN ,NINAN DININN NP DY .10.1.5.3

Y1 YN 0NN NWAT KOS enforcement discretions bv 7°5nn

: FDA-D »1¢I-2 D TP DI INOIPIDY DTP

NOD ONNDNY 19IND DIANND/ONYNN NN DY DIWNNYNI/DDIND DIYHDN e
, NPV MINY IR NPNIN DY NPION

LNIDIN DIANN INN DIPYD) PIRD DXVIVA DD DIND DIPIVN
;22190 IN NI 2NN WNIPN YTINID NP DY) DIPION

DN DIANN NNYPN PN N NNNY S TYND DIND DOY»ON
PNIDT MY IPADY DIVIN

PNIDT TP OIPOD HY MOVIVO MY DIONN

MY MDIWN DY MIPRIVIN DMPY DIPID IN DYNVNY DI IWIND
JPNIVPON FPRIDT NIV IN TPYON FPNIDT

e Help patients/users self-manage their disease or condition

without providing specific treatment suggestions;

e Provide patients with simple tools to organize and track their

health information;

e Provide easy access to information related to health conditions

or treatments;

e Help patients document, show or communicate potential

medical conditions to health care providers;
e Automate simple tasks for health care providers; or

e Enable patients or providers to interact with Personal Health

Records (PHR) or Electronic Health Record (EHR) systems.

$INIYY 13591 —2012 - 27YUNN AN 1Y PIN INN .10.2
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